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A B S T R A C T   

Potential benefits and risks of the application of the Internet of Things (IoT) in the healthcare domain have 
already been analyzed. Nevertheless, the role that IoT has played to date regarding the assessment or man-
agement of pain remains unexamined. The present study aims to fill this gap by providing a comprehensive 
review of the application of the IoT in pain assessment and management. A literature search (2000–2018) was 
conducted in five electronic databases pertaining to medical and engineering literature, in order to cover both 
technological and clinical aspects of the research topic. Article selection was done through a process of removing 
duplicates and excluding articles that did not meet the inclusion criteria. After reviewing the full text of the 
remaining articles, only sixteen publications were included for analysis. All the selected studies describe the use 
of one or more IoT-enabling technologies for pain assessment, but only a few illustrate the implementation of 
such technologies for pain management. Moreover, IoT-enabling technologies have been mostly used in isolation 
rather than combined under the IoT philosophy, and barriers impeding the adoption of IoT-based solutions for 
pain assessment and/management include the difficulties involved in pain assessment itself and the lack of a pain 
assessment culture, as well as security and privacy issues. Further development of this field depends on effective 
collaboration between engineers and healthcare providers.   

1. Introduction 

Pain is one of the most common reasons why individuals seek 
medical attention and it continues to be a clinical, economic and social 
problem [1]. Even though several treatments for painful conditions have 
become available, pain management is still a challenging task. For 
instance, cancer patients can experience pain as a result of both the 
illness itself and its treatment methods [2,3], resulting in a tremendous 
burden for patients, their families, and the healthcare system. Factors 
that may hinder pain management include the subjectivity of the 
experience, lack of communication between patients and healthcare 
professionals, and inadequate assessment of pain. In turn, reliable pain 
assessment can be difficult, especially for patients who may be not able 
to communicate verbally or even express the sensation of pain [4,5]. 

Effective management of pain can improve patients’ life quality [6], 
so several efforts have been carried out in order to make the assessment 
of both pain and the effectiveness of pain relief measures a priority. For 
instance, the Joint Commission on Accreditation of Healthcare Organi-
zations (JCAHO) regulations now regard pain as “the fifth vital sign” and 
request healthcare providers to regularly perform pain assessment [7]. 

Furthermore, the International Association for the Study of Pain (IASP) 
claims that education on pain management should be added to the 
curricula of healthcare students, as well as to the continuing education 
of healthcare providers [8]. Novel educational programs for healthcare 
professionals have been developed to improve pain education in low- 
and middle-income countries [9]. To all this can be added the fact that 
modern technologies can be exploited to improve the accuracy and 
reliability in assessing pain. 

Recent advances in sensing and processing technologies have led to 
the emergence of new technological paradigms, such as the Internet of 
Things (IoT). The IoT consists in to allow multiple devices with unique 
identities to exchange information in order to provide customized ser-
vices for process automation and remote monitoring [10]. IoT-enabling 
technologies have been previously discussed in Ref. [11], and they 
include Wireless Sensor Networks (WSN), Radio Frequency Identifica-
tion (RFID), ubiquitous computation and machine learning methods. 
Although comprehensive reviews on the application of the IoT in 
healthcare have been recently published [12,13], no recent studies seem 
to be available to examine the role that IoT has played in pain assess-
ment and management. In an attempt to fill this gap, the present survey 
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aims to (i) review the state-of-art of IoT in pain assessment and man-
agement, (ii) point out the potential benefits and challenges to further 
development, and (iii) provide some advice that could be useful in 
addressing those issues. 

2. Materials and methods 

2.1. Search strategy 

The literature search was performed in five databases in order to 
cover both technological and clinical aspects of the adoption of IoT for 
pain assessment and management: IEEE Xplore Digital Library, Pubmed, 
ScienceDirect, SpringerLink, and Google Scholar. The search was con-
ducted during February 2019 and it was limited to English language 
publications. All the databases were searched using a Boolean combi-
nation of the terms “Internet of Things” OR “IoT” AND “Pain assess-
ment” OR “Pain management”. The search was limited to the period 
comprised between the years 2000 and 2018. 

2.2. Identification and selection of relevant studies 

The inclusion criteria were: 1) any scientific peer-reviewed publi-
cation describing an IoT-based solution for pain assessment and/or 
management, 2) the solution is used or proposed for hospital environ-
ment, and 3) the term Internet of Things is explicitly used in the study. 
Literature reviews, as well as those studies that only presented as an 
abstract, were excluded. If it was not possible to download the full text of 
the article through university subscriptions, then that article was also 
excluded. 

After removing duplicates and then analyzing each article, only three 
studies [14–16] met the inclusion criteria, so a second literature search 
was conducted including the terms “embedded system”, “wireless mo-
bile device”, “web-based” and “cloud computing”, which also appear in 
the IoT literature. Two new rules were added to the inclusion criteria: 4) 
the study describes the adoption of one or more IoT-enabling technol-
ogies (see Ref. [11] for details) for pain assessment and/or management, 
and 5) the solution is used either for remote or self-monitoring. Dupli-
cates were removed and after reviewing the full text of the article, in-
formation regarding authors, study date, country, type of technology 

used, and if the solution was adopted for pain assessment only, for pain 
management only or for both pain assessment and management, was 
extracted from each study. 

3. Results and discussion 

3.1. Selection of articles 

A total of 118 references were identified from the five databases. 
After removal of duplicates, 59 publications remained. Then, 43 publi-
cations were excluded because they did not meet the inclusion criteria. 
Only 16 publications satisfied the aforementioned eligibility criteria and 
were included for analysis. 

3.2. Classification of findings 

As can be seen from Table 1, the majority of the publications (11/16) 
were peer-reviewed journal articles and all the studies describe the use 
of one or more IoT-enabling technologies for pain assessment. However, 
only a few studies (4/16) illustrate the implementation of IoT-enabling 
technologies for pain management, including two publications [17,18] 
describing a solution specifically designed for self-management of can-
cer pain. Clinical trials and randomized designs were also found, 
although only in a minor proportion (5/16). Finally, while most of the 
studies were from North America and Europe, only two studies [14,19] 
were from Asia and no studies from Latin America were found. 

3.3. The involvement of IoT-enabling technologies in pain assessment 
and/or management 

The IoT consists of embedded technologies of sensing, transmitting 
and processing which could be used simultaneously for automatic, 
remote and real-time monitoring. Examples of the adoption of IoT- 
enabling technologies for pain assessment and/or management 
include the use of electronic diaries [20–23], which have shown 
significantly greater compliance and accuracy in diary recording 
compared to traditional paper diaries in adult and children populations 
with pain. With the advent of wireless mobile devices like smartphones, 
it is now possible to capture patients’ pain data in real-time and easily 

Table 1 
A summary of the findings from the literature search on the role of the Internet of Things (IoT) in pain assessment and management (see text for details). HTML: 
HyperText Markup Language; IP: Internet Protocol; RF: Radio Frequency; SVM: Support Vector Machine; TCP: Transmission Control Protocol; UDP: User Datagram 
Protocol; Wi-Fi: Wireless Networking Technology IEEE 802.11x; WSN: Wireless Sensor Networks.  

Ref. Year Country Publication type Type of technology Solution’s purpose 

Journal Proceedings Pain 
Assessment 

Pain 
Management 

[14] 2018 China, Finland, 
Sweden 

✓  WSN, Wi-Fi, UDP/TCP protocol, HTML5, k-Nearest Neighbour classifier ✓  

[15] 2011 Sweden  ✓ WSN/RF, SVM classifier, Wi-Fi (852.11b and 852.11c), smart mobile 
devices 

✓  

[16] 2018 Albania, Australia ✓  Web-based portal, smart mobile devices, Artificial Intelligence 
algorithms 

✓  

[17] 2013 Canada ✓  Wi-Fi, web-based app, smart mobile devices ✓  
[18] 2014 Canada ✓  Soft-Computing tools, smart mobile devices, web-based app. ✓ ✓ 
[19] 2013 India  ✓ WSN, Soft-Computing tools, smart mobile devices. ✓ ✓ 
[20] 2001 USA ✓  Smart mobile device, local server, TCP/IP protocol ✓  
[21] 2003 USA ✓  Smart mobile device, local server, TCP/IP protocol ✓  
[22] 2004 USA ✓  Smart mobile device, local server, TCP/IP protocol ✓  
[23] 2008 Sweden ✓  Digital pen, local server, TCP/IP protocol ✓  
[24] 2014 Spain ✓  Smart mobile device, local server, web-based app ✓  
[25] 2013 USA ✓  Smart mobile device, local server, web-based app ✓ ✓ 
[28] 2017 Canada ✓  Soft-Computing tools, smart mobile devices, web-based app. ✓ ✓ 
[29] 2014 Spain  ✓ Computer vision algorithms, WSN, knowledge-based system, web-based 

app, smart mobile devices 
✓  

[32] 2015 Germany  ✓ WSN, Data-fusion, SVM classifier ✓  
[33] 2011 USA, Australia ✓  WSN, Computer vision algorithms, SVM classifier ✓  

Source: Author own creation. 
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upload the information for analysis by healthcare providers [16,24,25]. 
Interestingly, smartwatches seem to have not received as much attention 
as smartphones and tablets regarding their use for pain assessment 
and/or management [26]. This is possibly due to only a relatively small 
percentage of people use smartwatches for continuous physiological 
monitoring, as recently reported by Seifert and colleagues [27]. Some 
efforts have aimed to exploit the compliance-based reward system pre-
viously adopted by the electronic games industry in order to create novel 
and interactive pain assessment and management tools. For instance, 
Stintson et al. [17] developed an iPhone-based pain diary app, so-called 
Pain Squad, that encourages adolescents with cancer to track their pain 
and treatments that help to reduce it through the gamification of pain 
assessment recordings. By using iterative usability testing cycles 
involving adolescent observation and interview, the Pain Squad app was 
recently refined for ease of use and understanding, efficiency, and 
acceptability [28]. 

The utilization of knowledge-based systems (KBS) has been recently 
introduced as a powerful tool for pain assessment and management [19, 
29]. They would not only allow quantitative pain monitoring, but they 
also might assist healthcare professionals in the decision-making pro-
cess. The knowledge base that KBS have can in turn be continuously 
updated as a result of new information received from external sources 
like sensing devices. Furthermore, inferences or decisions made after 
interpreting the meaning of that information would help to create a 
knowledge base that might attract the interest of the healthcare research 
community, which is constantly aiming to improve the way in which 
pain assessment and management are carried out. With the advances in 
wireless technology and low-power electronics, it is now possible to 
capture information from multiple sources and transmit it via wireless 
protocols, such as Bluetooth or Wi-Fi, to a local gateway. Hence the 
importance of filling the gap between Semantic Web technologies and 
data formats used in IoT devices, as outlined by several authors [30,31]. 

More recent approaches for achieving automatic pain assessment 
and management are focused on using either multiple physiological 
parameters [29,32] or facial expressions [15,33] as pain indicators. All 
these schemes demand heavy data processing, which in turn involves 
noise removal and parameter extraction in both time and frequency 
domain. In this sense, cloud computing has been proposed as a proper 
candidate to provide long term storage of patient’s pain-related data, as 
well as to assist health professionals with diagnostic information. In 
broader terms, cloud computing can be described as the use of remote 
Internet-connected servers to store, manage and process data [34]. The 
cloud platform not only can receive and analyze the data from multiple 
sensors but also provides the user with easy to understand web-based 
visualization. However, only a few efforts have been made to integrate 
cloud computing with automatic pain assessment and/or management 
[14]. 

As shown in Table 1, smart mobile devices such as personal digital 
assistants (PDA) [20–23] and smartphones [16–19,24,25,28] are the 
most used tool for pain assessment and, in some cases, self-management. 
Specifically, smartphone applications, commonly referred to as apps, 
have increasingly gained popularity among different age groups around 
the world. Yet, the majority of pain apps are often designed by engineers 
rather than healthcare professionals, so they rarely adhere to clinical 
evidence-based practices, thereby misleading users [35]. Besides, only a 
few studies [18,28] have examined the apps’ quality as well as their 
usability and compliance levels. Smart mobile devices are followed by 
wireless sensor networks (WSN), which have the advantage of giving 
patients real-time, reliable and continuous monitoring [36] with no 
need for the patient to provide the system with pain-related data. Sup-
port Vector Machines (SVM) seem to be the most used classifier [15,32, 
33] to discriminate between either pain and no pain or different pain 
levels. Only one study has adopted the k-nearest neighbour classifier 
[14]. Interestingly, no study has used Artificial Neural Networks (ANN) 
as classifier. 

3.4. The adoption of the IoT paradigm in a pain assessment/management 
scenario: potential benefits, current barriers and future directions 

Although no consensus has been reached in defining a universal ar-
chitecture for IoT-based solutions, a typical IoT-based system consists of 
three layers: the perception layer, the network layer, and the application 
layer [10]. On the other hand, an IoT-based system for pain assessment 
and management might be viewed as composed of three basic elements: 
the measuring or input devices, the connectivity method, and the Web 
applications and APIs (see Fig. 1). 

The measuring or input devices are responsible for capturing pain- 
related data, either in the form of a score or through physiological 
and/or behavioral monitoring. Such data are then transmitted via 
wireless protocols such as Wi-Fi or Bluetooth to a general router or a 
smart gateway, which provides continuous connectivity between the 
sensors and a remote or local server, so-called “the cloud”, to where the 
pain-related data are transferred for heavy processing. Finally, the Web 
applications and APIs bridges the gap between healthcare staff and the 
system, not only by enabling physicians and nurses for real-time/offline 
data visualization but also by sending feedback to devices used in pa-
tient care for automatic update. 

Among the potential benefits of using IoT-based systems for the 
assessment and management of pain are:  

- The automation of pain-related data collection by means of low-cost 
sensing devices, which makes IoT-based system a suitable alternative 
for pain assessment in those groups of patients with limited cognitive 
and communication abilities. Moreover, healthcare providers may 
focus on patient care instead of spending time in constantly asking 
the patient how much he/she hurts. 

- The customization of pain management approaches by using ma-
chine learning techniques to comprehensively analyze the pain- 
related data acquired and stored during the patient’s hospital stay. 
Thus, a personalized decision-making process could be conducted, 
thereby minimizing diagnostic errors and increasing treatment 
efficacy.  

- The opportunity to include relatives in patient care by providing 
them with real-time data remotely, which becomes particularly 
important if they are not able to stay in the hospital. 

As outlined in the previous section, several technologies enabling the 
realization of the IoT have been successfully adopted in the development 
of systems capable of contributing to the assessment and management of 
pain. However, those technologies have been mostly used in isolation 
and only a few research groups [14,15] have been able to integrate them 
under the IoT philosophy. In addition, the majority of solutions are still 
in the testing phase and further studies are needed to evaluate their 
efficiency and effectiveness as a tool for pain assessment and manage-
ment. IoT-based systems for pain assessment and management also must 
provide security and confidentiality of patients’ medical information, 
and potential privacy issues need to be addressed at each of the layers 
composing the IoT architecture, as pointed out by several authors [37, 
38]. At the perception layer, for instance, it is necessary to ensure that 
only authorized people can have access to pain-related data produced by 
measuring or input devices. This can be achieved by defining a physical 
identity for each sensor and implementing an access management pol-
icy. Additionally, security techniques should adapt to the data format: 
multimedia compression, stenography, and encryption can be used for 
data collected by multivariate sensing devices, whereas image 
compression and cyclic redundancy check (CRC) can be applied to im-
ages acquired from patients [39]. 

One of the most common security issues resulting from IoT devices is 
denial of service (DoS) [37]. A DoS is a security attack aimed at devices 
that are available on the Internet or a private network. Networks 
switches are the first line of defense against those attacks. To achieve 
this, a network switch should be set to detect different types of port scans 

E.J. Argüello Prada                                                                                                                                                                                                                             



Informatics in Medicine Unlocked 18 (2020) 100298

4

by monitoring for TCP or UDP packets sent to open or closed ports [38]. 
Regarding the data storage and processing in the cloud, system security 
and privacy are mandatory. Appropriate privacy-preserving measures 
need to be taken to prevent unauthorized parties from accessing sensi-
tive information. Secure cloud storage frameworks have been proposed 
for use with personal health records [40,41]. On the other hand, secure 
medical data processing on the cloud remains a great concern. 

Besides security and privacy issues, barriers impeding the adoption 
of the IoT paradigm for pain assessment and management may include 
the little knowledge that healthcare providers have about how IoT 
technologies work, as well as the fact that benefits and risks associated 
with the use of these tools have not yet been fully understood [42]. 
Nevertheless, two major challenges need to be addressed. The first one 
has to do with the difficulties involved in pain assessment itself. Most of 
the pain assessment tools used in clinical practice, as well as the majority 
of the IoT-based solutions listed in Table 1 (10/16), have mainly focused 
on the patient’s self-evaluated pain. This is mainly due to intensity is a 
relatively easy dimension of pain experience for patients to report [43]. 
Still, all these methods rely on the patient’s ability to inform the severity 
or magnitude of perceived pain, which could not be possible (or reliable) 
under certain circumstances [4,5]. When patients are not able to report 
pain, the observation of changes in behavioral or physiological param-
eters can be a helpful approach for pain assessment. Behavioral pa-
rameters of pain include facial expression, crying/moaning, body 
position, and motor restlessness [44], as well as the effect of pain on 
daily living activities such as eating, sleeping, and social interaction. As 
demonstrated by previous work [5,45], the observation of pain behav-
iors can be a valuable tool for pain measurement. On the other hand, the 
patient’s level of consciousness and the degree of sedation can influence 
the scoring of the patient’s pain behaviors [46,47]. Physiological pa-
rameters such as heart rate (HR), respiratory rate (RR), and blood 
pressure (BP), can also be affected by patient conditions and emotions, 
so several authors [48,49] argue that those markers can only be used as a 

preliminary cue for pain assessment. However, as suggested in Ref. [50], 
the reliability of this approach may be improved by using multiple pa-
rameters in order to provide a more accurate judgment. 

The autonomic nervous system (ANS) is severely influenced by the 
experience of pain [51,52], so by monitoring physiological processes, 
most of which are modulated by autonomic activity, it could be possible 
to detect or even measure the perceived pain. Physiological parameters 
that have proven to be useful in revealing the presence of pain include 
heart rate, heart rate variability (HRV), respiratory rate, blood pressure, 
skin temperature, electrodermal activity (EDA) and electrical muscle 
activity [50,53]. On the other hand, unlike electrocardiography (ECG) 
and photoplethysmography (PPG), the techniques and instrumentation 
required for the acquisition of some of these parameters (e.g., EDA, 
facial surface electromyography) might be not so common and 
easy-to-deploy for clinical environments. Novel sensing and measuring 
devices require regulatory approval and training of medical personnel, 
thereby limiting the rate at which such innovations can be introduced 
[54]. Additionally, multiparameter approaches demand a great variety 
of sensors, which may be uncomfortable for the patient who is already in 
pain. This could explain the limited number of studies [14,19,29,32] 
proposing IoT-based solutions that use physiological parameters to 
detect or assess pain. Nevertheless, monitoring of physiological pro-
cesses, as well as biopotential acquisition, may provide a simple and 
objective method for pain assessment, since it does not depend on the 
patient’s ability to communicate and/or rate the pain he/she is experi-
encing. Furthermore, wearable sensing devices can easily incorporate 
multiple physiological measurements and enable data capture with 
much finer temporal resolution over much longer time scales in com-
parison with the examination room-based measurements commonly 
conducted in current clinical practice [54]. 

The second major challenge for adopting IoT-based systems in pain 
assessment and management is the lack of a pain assessment and man-
agement culture. Even though pain has been recognized as the fifth vital 

Fig. 1. A general depiction of an IoT-based system for pain assessment. 
Source: Author own creation. 
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sign [7] many healthcare facilities around the world still do not have a 
protocol or guidelines for effective assessment and management of pain. 
Only in the United States, more than half of patients with pain have 
reported inadequate treatment of their condition [55], and this per-
centage is even higher in low- and middle-income countries [9]. Addi-
tionally, there are several obstacles that healthcare professionals must 
overcome [56], to which is added the fact of having to face a new 
technological paradigm as IoT. 

Ultimately, what is considered to be useful in addressing the afore-
mentioned issues should come from both the engineering side and the 
healthcare side. 

From the engineering side, the evaluation of IoT-based systems for pain 
assessment and management should not be limited to performance and 
operability tests, but it should also be carried out in terms of the us-
ability, feasibility, compliance, and satisfaction associated with their 
use. Thus, healthcare providers and patients can familiarize with these 
technologies and objectively evaluate how suitable they are for the 
assessment and management of pain. Several authors [17,18,22,24,28] 
have proved that the utilization of IoT-enabling technologies may help 
to improve the accuracy of pain assessment and attain high levels of 
compliance and usability. This small, although not negligible, amount of 
evidence should be made available to healthcare practitioners in order 
to increase their trust in this kind of technologies. As outlined in 
Ref. [16], future developments need to include the expertise of clinical 
researchers and healthcare providers, even from the very design phase. 

From the healthcare side, a greater awareness on the part of physicians 
and nurses regarding the role that IoT-enabling technologies have 
played in the assessment and management of pain is an essential 
requirement. Likewise, it is necessary to achieve a better understanding 
of not only the benefits but also the risks involved in the implementation 
of IoT-based systems in the hospital environment. On the other hand, all 
this will be meaningless until healthcare providers start at once to adopt 
a pain assessment and management culture, and until further efforts to 
overcome the barriers impeding the assessment of pain as another vital 
sign are undertaken. 

4. Conclusions 

Although there are examples of the use of IoT in pain assessment and 
management, the field is still in its infancy. Technologies enabling the 
realization of the IoT have been used in isolation rather than combined 
under the IoT philosophy, and further implementations and research are 
needed to ensure feasibility and acceptance of proposed solutions. 
Nevertheless, there is a little, but not insignificant evidence showing that 
IoT-enabling technologies may help to improve the accuracy of pain 
assessment, as well as to attain high levels of usability and compliance. 
Such evidence should be made available to physicians and nurses in 
order to allow them to familiarize themselves with that kind of tech-
nologies and, therefore, to improve their trust in them. Further collab-
oration between healthcare providers and engineers is needed to 
develop innovative pain assessment and management tools following 
both the IoT architecture and evidence-based guidelines. All this must be 
done on the basis of a pain assessment and management culture, which 
really needs to be considered as a priority among healthcare practi-
tioners, especially in low- and middle-income countries. 
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